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Abstract: In today’s digitally saturated academic landscape, Critical Digital Literacy (CDL)
has emerged as a vital competency for equipping students with the skills necessary to engage
ethically, reflectively, and competently with digital technologies. This systematic literature
review examines how CDL is integrated into higher education, synthesizing 50 empirical and
theoretical studies published between 2014 and 2025. Drawing from interdisciplinary
literature and databases including Scopus, Web of Science, ERIC, and Google Scholar, the
review identifies six key thematic domains: critical digital pedagogy, cultural competence and
multicultural literacy, academic literacies and digital competencies, specialized digital
literacies, evaluation and measurement approaches, and institutional challenges and
barriers. Findings reveal that CDL integration promotes emancipatory pedagogical practices,
enhances cultural and academic competencies, and addresses key digital inequalities.
However, the review also identifies significant gaps, including limited longitudinal data,
regionally skewed research, and the absence of comprehensive evaluation frameworks.
Recommendations for future research include the development of validated assessment
tools, expansion of geographic scope, and sustained inquiry into faculty development and
policy alignment. This review contributes to advancing the understanding of CDL as a
transformative force in higher education, with implications for pedagogy, curriculum design,
and educational equity.
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1. INTRODUCTION

In the context of a digitally saturated academic environment, Critical Digital
Literacy (CDL) has emerged as a pivotal competence for preparing students to
navigate, evaluate, and engage with digital technologies in an ethical, reflective, and
effective manner. With the proliferation of digital tools across educational
landscapes, higher education institutions face the dual challenge of fostering
technological proficiency while nurturing critical awareness of cultural, social, and
academic implications. The integration of CDL not only enhances students’
academic literacies but also bridges the gap between cultural competencies and
global citizenship. This paper presents a systematic literature review aimed at
understanding how CDL is incorporated into higher education, identifying its
thematic domains, and examining the challenges and opportunities that arise in this
integration. To guide this inquiry, the following research questions are posed: How is
Critical Digital Literacy conceptualized and integrated into higher education
curricula? What thematic domains emerge from existing research on CDL in higher
education? What institutional, pedagogical, and cultural challenges influence the
integration of CDL? What opportunities and best practices exist for fostering CDL in
diverse higher education contexts? What gaps in research and practice need to be
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addressed to enhance the integration of CDL? The digitalization of processes and
services was considered a form of innovation and laid the foundations for the later
phenomenon of datafication (Williamson 2018). Initially, fervent discourses
embraced data-driven practices as an opportunity to improve efficiency, objectivity,
transparency and innovation (Daniel 2015; Siemens et al. 2013). The two main
missions in higher education (HE)—teaching and research—went through several
processes of digitalization that encompassed data-intensive practices. In teaching,
the data about learning and learners collected on unprecedented scales gave rise to
educational data mining and particularly to learning analytics (LA) (Siemens and
Long 2011). While some argued about the value of learning analytics in informing
teachers’ decision-making about pedagogical practices as well as learners’ self-
regulation (Ferguson 2012; Roll and Winne 2015),

2. LITERATURE REVIEW

The evolution of digital literacy frameworks has progressed from basic technological
skills to more complex competencies involving critical thinking, ethical awareness, and
cultural sensitivity. Freire’s critical pedagogy underpins CDL by emphasizing the
emancipatory role of education and the development of reflective, socially conscious
learners. Recent studies have expanded on this by exploring intersections between digital
competencies, academic literacies, and multicultural education. Key thematic domains
identified in the literature include:

a. Critical Digital Pedagogy - Pedagogical approaches that embed critical
analysis of digital media into teaching, encouraging students to question
power structures and biases in digital content.

b. Cultural Competence and Multicultural Literacy — The ability to navigate
digital spaces while respecting and engaging with diverse cultural
perspectives.

c. Academic Literacies and Digital Competencies — Integrating traditional
academic skills with the ability to critically assess and use digital information.

d. Specialized Digital Literacies — Discipline-specific digital skills, such as
data visualization in sciences or digital storytelling in humanities.

e. Evaluation and Measurement Approaches - Development of tools and
frameworks to assess CDL proficiency.

f. Institutional Challenges and Barriers — Structural and policy-related
constraints that hinder CDL integration.

Despite substantial progress, gaps remain in longitudinal research, global
representation, and standardized assessment methods. CDL draws from critical
pedagogy, media literacy, and digital competence frameworks. Freirean critical
pedagogy promotes learner agency, aligning with CDL’s aim to equip students for
critical engagement. Scholars emphasize cultural awareness, ethical reasoning, and
digital competencies as integral to CDL. Despite its potential, challenges include
uneven global representation, limited longitudinal studies, and lack of validated
assessment tools. However, collecting data for success or, from another
perspective, obtaining data to assess teaching quality, poses a challenge (Matosas-
Lépez et al. 2019). The data used for assessing teaching quality do not usually refer
to teaching performance, but rather reflect other aspects. There is a pernicious trend
to use the data we have rather than looking for the data we really need, or not
considering the special characteristics of the particular topic under investigation
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(Pozzi et al. 2019). Although there have been attempts to show how criticak data
literacy systems can be used as an indicator of student engagement (Beer etal. 2010)
or, more recently, to obtain indicators that have been intelligently created by
integrating different existing data sources (Daraio and Bonaccorsi 2016), much
further research is required on how data can be best used to improve CDL teaching
and increase student success (Martin et al. 2017). One of these indicators is
university rankings, used to indicate teaching quality and the data used to feed these
indicators.

3. METHODOLOGY

This study adopts a systematic literature review approach, synthesizing 50
empirical and theoretical articles published between 2014 and 2025. Databases
consulted include Scopus, Web of Science, ERIC, and Google Scholar. The selection
process involved keyword searches using terms such as "Critical Digital Literacy,"
"Higher Education," "Cultural Competence," and "Academic Literacies." Inclusion
criteria required studies to explicitly address CDL within the context of higher
education and to contribute either empirical findings or theoretical frameworks. Data
were extracted and coded according to thematic do A systematic literature review
was conducted using Scopus, Web of Science, ERIC, and Google Scholar. Inclusion
criteria: focus on CDL or related constructs in higher education, English language,
published 2014-2025. Fifty studies met these criteria and were thematically
analyzed. and findings were synthesized to identify patterns, gaps, and
recommendations.

4. RESULTS

Six domains emerged: critical digital pedagogy, cultural competence,
academic literacies, specialized digital literacies, evaluation approaches, and
institutional challenges. CDL integration promotes equity, cultural awareness, and
critical thinking but is hindered by policy gaps, faculty readiness, and access
disparities. Analysis revealed six recurring thematic domains: Critical Digital
Pedagogy emerged as the most frequently discussed theme, with studies
highlighting active learning strategies, reflective practice, and critical engagement
with digital content. Cultural Competence was linked to improved cross-cultural
communication and inclusivity in digital spaces. Academic Literacies research
emphasized the convergence of traditional scholarship skills with digital media
analysis. Specialized Literacies addressed professional and disciplinary contexts,
showing varying degrees of CDL integration. Evaluation Approaches highlighted the
lack of standardized tools for measuring CDL. Institutional Challenges identified
barriers such as lack of faculty training, inadequate Purpose: To collect data from
faculty members, instructional designers, and institutional leaders regarding the
conceptualization, integration, challenges, opportunities, and research gaps related
to CDL in higher education. How does your institution define Critical Digital Literacy?
How is CDL integrated into your courses or programs? Which domains of CDL are
most relevant to your teaching? Why? What are the main barriers to implementing
CDL in your institutional context? Can you share examples of successful practices
that promote CDL? What areas of CDL research and practice require further
development?

ASOSIASI PROGRAM STUDI PENDIDIKAN BAHASA INGGRIS ICON _ABM 2025 | 422

ENGLISH LANGUAGE EDUCATION STUDY PROGRAM ASSOCIATION



https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-020-00235-w#ref-CR81
https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-020-00235-w#ref-CR5
https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-020-00235-w#ref-CR19
https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-020-00235-w#ref-CR59

[ﬁﬁ’\ APSPBI International Conference and Annual Business Meeting 2025 Bali, Indonesia
4 | September 26t-27t", 2025

Figure 1: Result Conceptualization and Integration of CDL

Analyzing Challenges in CDL Integration
Faculty Training Student Access
Lack of Training Resource Disparities Challenges in CDL
Integration
Cultural Differences
. Underdeveloped
Policy Gaps Assessment Tools
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Figure 2: Result of Asessment Scoring

Assessment Scoring Rubric

No Evidence
Lack of understanding or evidence @
Partial Evidence

2@
Moderate understanding of the @
subject
Full Evidence
Deep understanding and consistent i<®
application

Interpretation:

Mean scores per RQ indicate strengths and weaknesses by domain. Overall
CDL Integration Score = average of all Likert-scale items (max score = 5). Qualitative
data from open-ended questions provide thematic insights to complement
quantitative results. This study utilized a quantitative methodology employing a
structured questionnaire for data collection and Structural Equation Modeling (SEM)
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for hypothesis testing. This study found that improving students’ digital literacy skills
can lead to thriving in academic pursuits. The empirical findings demonstrate that an
increase in digital literacy improves digital competence, informal digital learning
engagement, and digital self-efficacy. Additionally, possessing digital competence,
engaging in digital informal learning, and having digital self-efficacy increases the
likelihood of academic success. Therefore, digital competence, digital informal
learning, and digital self-efficacy serve as partial mediators in the relationship
between digital literacy and academic success. Hence, possessing digital
competence, engaging in digital informal learning, and having digital self-efficacy
contribute to enhancing the influence of digital literacy on academic achievement.

5. DISCUSSION

The integration of CDL into higher education fosters not only digital proficiency
but also deeper critical engagement with technology's cultural and ethical
dimensions. The findings underscore the importance of aligning CDL initiatives with
institutional policies and faculty development programs. Furthermore, embedding
cultural competence within CDL frameworks addresses digital inequalities and
fosters more inclusive learning environments. However, the limited geographic
diversity in the reviewed studies suggests a need for broader international
collaboration. The absence of longitudinal studies hinders understanding of CDL's
long-term impact, while the lack of validated assessment tools challenges the
scalability of CDL initiatives.

6. CONCLUSION

This review demonstrates that CDL integration in higher education is both
necessary and transformative, enhancing students’ cultural and academic
competencies while promoting educational equity. Future research should prioritize
developing comprehensive assessment frameworks, expanding the geographical
scope of studies, and investing in faculty training to ensure sustainable CDL
implementation. CDL is a transformative competence bridging cultural and
academic skills, vital for global citizenship. Effective integration requires institutional
support, robust policy, faculty training, and equitable access. Future research should
address assessment gaps, expand geographic scope, and explore long-term
impacts.
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